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Abstract: This study clarified the Tor network architecture and website fingerprinting security risks from side-channel
leaks of packet timing and traffic bursts in encrypted traffic. It proposed a hierarchical classification framework for web-
site fingerprinting defenses, and horizontally and vertically compared four defense categories: traffic feature obfuscation,
attack model misdirection, anonymity set enhancement, and cross-layer collaborative optimization. It reviewed public
evaluation frameworks and datasets, and constructed an evaluation system integrating defense effectiveness, system over-
head and deployment characteristics for defense selection. Core challenges including concept drift and adversarial robust-
ness are summarized, and frontier research directions such as adaptive defense and native Tor integration are outlined.
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